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Securing the Learning Environment.

SECURITY

Mitigating the risks of malware, spam, social networking sites, anonymous proxies, IM and P2P requires a powerful array of security tools —
based on platform of choice — that secure all forms of inbound and outbound Internet-based communication streams. M86 Internet security
solutions can help IT administrators quickly identify and take action against policy violations and network threats. Granular application
control, deep content inspection, behavioral analysis and real-time monitoring provide zero-day protection against bandwidth-draining Web
applications, spam, malware, email exploits, anonymous proxies and other emerging threats. This allows overburdened IT staff to stay ahead
of threats and focus on other mission-critical projects.

WEB SECURITY

8e6 Professional Edition
High-performance, scalable, appliance-
based URL filtering, application control,
detailed forensic reporting and real-time
monitoring and mitigation of Web-based
threats. Interoperable and easy to deploy
in any network infrastructure; utilizes
“pass-by technology” for zero network
impact and fail-safe operation.

8e6 ProxyBlocker

Appliance-based specifically designed to
work in environments not deploying a M86
filtering solution. Detects and blocks Web-
based proxies/anonymizers on-the-fly
using “proxy pattern detection.”

WebMarshal

Software-based, comprehensive Web
access control and management, threat
protection (URL, AV and malware filtering)
and data leakage prevention. Policy-
based, easy-to-manage and highly
scalable.

EMAIL SECURITY

MailMarshal SMTP

Software-based threat protection, unifying
content security, policy enforcement,
compliance and data leakage prevention.
Acts as an email gateway — powered by
a Defense-in-Depth anti-spam engine —
filtering all incoming and outgoing email
at the perimeter. Highly scalable, flexible
and easy to manage.

MailMarshal for Exchange

Filters and manages internal, inbox-to-
inbox email. Monitors and controls intra-
organizational email content, facilitating a
safe, productive working environment and
compliance with acceptable use policies.

MailMarshal as a Service (MaaS)
Complete end-to-end, hosted email
security services. Includes email filtering,
anti-spam, anti-virus, content filtering and
image analysis delivered in a centrally
managed, highly scalable architecture —
complete with a customizable user
interface and tiered service levels.
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MailMarshal SendSecure

Hosted service that facilitates encrypted
email messages to anyone in the world,
without requiring a pre-existing relation-
ship or certificate and key exchanges.
Doesn't require special software installed
prior to reading secured messages.

MailMarshal Secure Email Server
Dedicated, policy-based, secure email
solution that provides encryption, digital
signature and deep content inspection of
inbound and outbound email messages.
Operates with any email gateway that can
recognize S/MIME encrypted email and
automatically updates contact details and
secure certificate credentials for encryp-
tion contact, via a centralized server.

MailMarshal Service Provider Edition
SaaS security solution enables Managed
Service Providers and Internet Service
Providers to offer hosted email content
security services to any size business

and SOHO customers. Combines email

filtering, anti-spam, anti-virus, anti-porno-
graphy, anti-phishing, policy compliance,
email archiving and reporting. Centrally-
managed and highly-scalable.

END POINT/MOBILE
SECURITY

Marshal EndPoint Security
Policy-based enforcement solution only
allows authorized removable media
devices to connect to corporate desktops.
Monitors and controls removable media
devices such as USB flash drives, iPods,
PDAs and CDs.

8e6 Mobile Client

URL filtering software that works in
conjunction with the 8e6 Professional
Edition to filter remote/off-site users.
Works on PC and Mac laptops;
delivers centralized reporting via the
8e6 Enterprise Reporter.

www.m86security.com




Threat Security Labs

M86 Security Labs is at the heart of our products and technology innovations. Its mission
is to detect current and emerging threats, then analyze and distribute this intelligence to
the installed base of M86 products, worldwide. This feedback-analyze-update model is
based on the need to react to and — in many cases — preempt Web and email threats,
24/7. Critical to this process are Internet trends, spam and botnet research, development
of pattern definitions, the M86 filtering database, TRACEnet, the Defense-in-Depth anti-
spam engine, and continuous spam and anti-virus updates.
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External data feeds come into M86 Security
Labs for analysis. These include M86 spam
honey pots, which receive millions of spam
messages per day, and external data
sources from organizations like the Anti-
Phishing Working Group, the Internet Watch
Foundation and Sunbelt.
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SPAM HONEY POTS

3RD-PARTY DATAFEEDS
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M86 Security Labs power the core of
M86’s products. It's here that security
analysts review the incoming data for
trends and emerging issues and then
prioritize the urgent threat intelligence.
Relevant data is prepared for deployment
to the various M86 security products and
then published as updates. In addition to
the analysts, a team of verifiers manages
the URL filtering database to ensure
accuracy of content and category. M86
Security Labs also maintains the Security
Labs threat alert and information website
and customer notification system.

M86 SECURITY LABS

THREAT FEEDBACK
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SECURITY LABS

THREAT UPDATES
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Threat data researched, qualified and
prioritized by M86 Security Labs is
continuously pushed to M86 products by
way of integrated security technologies
such as TRACEnet in WebMarshal, the
Defense-in-Depth anti-spam engine in
MailMarshal SMTP, and the application
signature pattern and URL filtering list
updates in the 8e6 Professional Edition’s
R3000 filter.

TRY BEFORE YOU BUY
M86 Security offers free product trials and evaluations. Simply contact us or visit www.m86security.com/downloads
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Suspected threats collected via M86
embedded technologies (customer
feedback modules) and blended threat
cloud services are passed on to M86
Security Labs. There, the data is further
analyzed and correlated with other
intelligence coming from M86 installations
worldwide. This constant gather-analyze-
distribute loop process provides maximum
protection against existing and emerging
threats.

BLENDED THREAT

’ CLOUD SERVICE

M86 INSTALLED
BASE PRODUCTS

* 8e6 Professional Edition
* WebMarshal (via TRACEnet)
¢ MailMarshal
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M86 products protect the customer from

existing and emerging Web and email

threats such as:

e Spam email and spam product sites

¢ Blended Web/email threats

e Email phishing attacks and fraudulent
phishing websites

e Websites with embedded, linked or
hosted malicious code

® Botnet generated malware and spam

e Anonymous proxies and applications that
circumvent security controls

e Email attachments with embedded
malware

M86 security solutions provide a
substantial extra layer of extended
protection — a critical component in
today's swiftly evolving threat landscape.
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United States

SECURITY

Phone: +1 (714) 282-6111
Fax: +1 (714) 282-6116

Corporate Headquarters
828 West Taft Avenue
Orange, CA 92865

International Headquarters
Renaissance 2200

Basing View, Basingstoke
Hampshire RG21 4EQ
United Kingdom

Phone: +44 (0) 1256 848080
Fax: +44 (0) 1256 848060

Asia-Pacific

Suite 1, Level 1, Building C
Millennium Centre

600 Great South Road
Auckland, New Zealand
Phone: +64 (0) 9 984 5700

Fax: +64 (0) 9 984 5720
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