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AN AUTOMATED, IN-HOUSE
EDISCOVERY SOLUTION TO
ADDRESS EVERY PHASE OF THE
EDISCOVERY LIFECYCLE...
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in Digital Investigations Since 1987
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Organizations conducting business in the United States must
overcome several eDiscovery challenges...

The eDiscovery amendments to the Federal Rules of Civil Procedure (FRCP) create a number of challenges for organizations doing business in
the United States. Ensuring compliance with the federal rules creates great operational and organizational challenges and can be very costly.
Furthermore, failing to implement the proper policies and procedures in adherence to the FRCP is a risk organizations should not be willing to
take. The following critical elements of the eDiscovery amendments are driving organizations to find an efficient, cost-effective and reliable
solution.
Litigation Preparedness [Rule s 16, 26(a) and (f), and Form 35]
— Early Attention Requirements
— Enforcing Litigation Holds
Records Retention Enforcement
— “Safe Harbor” Rule - Protection Against Data Deleted in the Normal Course of Business [Rule 37(f)]
Production of Data in its Native Format [Rule 34(b)]

Preservation of Only Relevant Information
— [Zubulake v. UBS Warburg LLC, 220 F.R.D. 212, 217 (S.D.N.Y. 2004) (“Zubulake V")
and Advisory Committee Notes to Rule 26(f)]

Threat of Opponent Access when Proven Negligent [Rule 34(a)]

Identify =» Collect & Preserve = Process = Review = Produce

AccessData eDiscovery is a complete, turnkey eDiscovery solution. It is the only solution that addresses all data equally, enabling you to identify,
preserve and process data from desktops, servers, popular data repositories, databases and email. No longer will you need to utilize several products
to effectively respond to your litigation matters. Robust search, collection and processing capabilities, along with advanced workflow management,
logging and reporting, allow you to address the eDiscovery lifecycle with a single solution. In addition to its expansive functionality, AccessData
eDiscovery — when compared to other in-house solutions on the market — is by far the easiest to use.

Forensically Sound &
Court Validated

AccessData eDiscovery is built on our award-winning
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I o S The automated, repeatable processes delivered by
AccessData eDiscovery provide a uniquely
defensible solution.
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AccessData eDiscovery is designed to be used by anyone from paralegals to highfy technical IT personnel.

Unsurpassed Return on Investment

- Massive time and cost savings with regard to hosting, data transport, and human resources required for collections and review.
- Reduce data for review by up to 70%, leading to significantly lower hosting costs.

- Hard costs are easily recuperated with one large case or 4 average-sized cases.
— Payback period for a large organization is usually 6 months.
- Two year ROl for a large organization up to 286%.
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AccessData eDiscovery adheres to Sedona Conference guidelines and maps to the EDRM,

enabling you to address every

Records Management
Enforcement _

phase of the eDiscovery lifecycle with a single solution.

Identify electronically stored information that falls outside your records
retention policies.
Flag non-compliant files and log their locations or delete them.

Identification _

See what the results of a search will be before you actually begin to collect.
Determine where potentially relevant data lives and categorize it by data type.
Utilize true custodian data universe mapping.

Preservation &
Collection -

Forensically collect from workstations, laptops, network shares, email servers,
Documentum, Sharepoint, Open Text and databases.

Collect only relevant data by searching and filtering any number of ways.
Preserve metadata on individual files.

Processing -

Processes data as you collect, while maintaining complete chain of custody.
Centrally manage your legal collections while leveraging distributed processing.
De-duplicate email and ESI.

Further cull data by leveraging concept searching and rich filtering, such as
data source, document metadata and type.

Analysis & Review -

Enable ongoing analysis with flexible and integrated workflow.
User friendly web interface allows for data modeling prior to production.
Matter analytics provides visibility into past and current matters.

Production -

Reduce your number of eDiscovery
vendors to one with AccessData
hosting services:

Produce documents in native format organized by custodian or as a single instance.
Load file creation to enable exporting data sets to third-party review tools.
Robust production capabilities allow you to export desired content in required formats.

Solution Details

v User-friendly web interface allows anyone to work
with the technology.

- Web-interface allows users to review data from v" Search and collect both structured and unstructured data.

any location.
- Robust editing and review tools.
—> Review documents in their native format.
- Full 128-bit encryption.

- Real-time case collaboration with co-counsel,
whether across town or across the globe.

—> 247 technical hosting support.

v" Automated search, collection, processing and
de-duplication greatly reduce the time and expense
associated with eDiscovery.

v" Automated mapping of the custodian’s data universe
makes analysis and review more efficient and accurate.

v" Extensive logging of all discovery activity for chain
of custody and auditing purposes.

v’ Legal Matter Management from custodian
processing to collection to attorney review.

v’ Extensive dash boarding and reporting capabilities
clearly convey, in real time, project status and results.



THE ACCESSDATA PLATFORM FAMILY OF PRODUCTS

Enterprise eDiscovery

Information
Assurance

SilentRunner

AccessData Enterprise is a digital investigative platform enabling forensically sound digital investigation, incident response,
remediation, auditing and collection across your enterprise — all from a central location. This enterprise-class collection of products

is designed to allow you to expand your investigative capabilities as your needs grow and evolve. The following enterprise
building blocks fit together to meet all your investigative needs.

AccessData Enterprise

v" No scripts — all functionality is in the GUI.

v Oracle database backend allows you to handle massive data sets.
V" Case information is stored in the database.

v True Auto Save/Recovery functionality.

v Forensically acquire RAM and devices.

v Schedule bulk acquisitions of RAM and devices.

4 Integrated Incident Response Console — correlate processes,
sockets and ports in a single view across nodes.

v Right click process kill functionality.

v Advanced processing power enables automatic and selective
analysis of data.

V" Wizard-driven processing, filtering and reporting.

AccessData Information Assurance (coming Soon)
Enhances identification of compromised hosts, enables

large-scale data auditing and secure remediation.

v Proactively identify changes to machines across time.

v Pinpoint the source and extent of a security incident,
whether a data leak or malware outbreak.

v Generate rich reporting on the state of nodes, identifying
unknown and unauthorized processes.

v’ Perform large-scale data audits, mapping where data lives,
who owns it and what it is.

v Perform secure file collection and remediation, and replace
expired or privileged data with stub documents pointing to
an alternate location.

SilentRunner®

Visibility into network traffic to complete the investigative picture and
properly remediate security breaches, data theft and policy violations.

v" Works with AD Enterprise to deliver 360-degree view into all data —
host-based static data, RAM and network traffic data.

v" Advanced visualization graphically illustrates nodal communications
and data propagation.

v" On-demand incident playback allows you to replay events exactly
as they occurred.

4 Forensically record and analyze massive amounts of network data.
v" Monitors more than 1,500 services and protocols out of the box.

4 Dramatically improve your ability to identify perpetrators and
determine root cause.

AccessData Lab

Enables collaboration among a virtually unlimited number of people,
whether a team of skilled investigators or a diverse group with varying
Skill sets.

v Supports restricted roles and granular data views.
v Rich workflow with task management.

v’ Distributed processing.

v Multi-organizational collaboration.

v" Detailed logging of all operations.
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