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What you can do if you feel your are being extorted:
If you feel that you are the victim of an extortion attempt, follow these steps:
1. Inform the business and the authorities that you are being blackmailed.
2. Keep in mind that paying is unlikely to stop the blackmailer's demands.
3. Don't confront the person (online or otherwise); end all contact with them immediately.
4. Ensure to install security solutions on all devices and continue to keep it up to date.
5. Place filters on your email account(s) to block their email address.
6. Block them from your social networking accounts, never report them - if you report the user, all proof

will be deleted. Change the privacy settings to try to keep them accessing from your list of friends.
7. Change all of your passwords with strong, unique alphanumeric codes if you think you were

hacked.
8. Consider starting new email accounts. Let contacts know that your old accounts were hacked and

they should not open any message from them.
9. Password protect all of your devices.
10. Purchase a webcam cover or place a sticker over your webcam.

Do a search of your name online or set up alerts to notify you of anything new that involves your
name. Always remember, the most effective way to deal with extortion or blackmail is to report the
suspected crime right away. Agreeing to pay will only make matters worse – once the criminal realizes
that you are willing to pay they will only make further demands in an attempt to drain your cash and
victimize you further.

How to Report Extortion to the authorities
Follow the below steps to effectively handle the threats of extortion:
Step 1: Collect your documents or information to prove that someone is blackmailing you. This could
be a spoken threat or a written threat. Provide the compulsory critical information to the
designated member of the Central Reporting Office as contained in the prescribed form:

- Identification
- Contact Details
- Position of authority
- Allegation(s)
- Details of person(s) involved in the alleged commission of the offence(s)..

Step 2: Report the event to the local authorities as amended by the South African Police Service
Amendment Act, 2012 (Act 10 of 2012), reporting should be made to the police official in the
Directorate for Priority Crime Investigation in terms of Section 34(1) of the Prevention and
Combating of Corrupt Activities Act, 2004 (Act 12 of 2004).

Responsibility of the reporting person/whistleblower
- Go to or contact the Directorate for Priority Crime Investigation (“DPCI”) office through the
Email, CorruptionReports@saps.gov.za or Fax it through to 086 546 1400.

- Telephonic communication on 012 846 4590 should be used as the last resort for reporting.

While you are contacting the local police, be smart to deal with extortionists. Don't make them mad,
or, they may go to extremes and do something harmful to you.

EXAMPLES OF EXTORTION:

USER AWARENESS
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Extortion:
"Extortion (also called shakedown, outwrestling, and exaction) is a criminal offense of obtaining money
or favours, property, or services from an institution, using threats of violence or some kind of
victimisation through coercion."

And there are many forms of extortion, like the most commonly seen money extortion, electronic
extortion, online or net extortion.

Below are some of the items that are usually targeted:
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