
Stop all contact with the offenderTell someone close to you

Report to the authorities Be in contact with a law firm

Don't delete ANYTHING!

If you feel that you are a victim to sextortion, follow these simple 5 steps:

How to Report sextortion and image-based violence to the authorities
Follow the below steps to effectively handle the threats of extortion:
Step 1: Collect your documents or information to prove that someone is blackmailing you. This could
be a spoken threat or a written threat. Provide the compulsory critical information to the
designated member of the Central Reporting Office as contained in the prescribed form:

- Identification
- Contact Details
- Position of authority
- Allegation(s)
- Details of person(s) involved in the alleged commission of the offence(s)..

Step 2: Report the event to the local authorities as amended by the South African Police Service
Amendment Act, 2012 (Act 10 of 2012), reporting should be made to the police official in the
Directorate for Priority Crime Investigation in terms of Section 34(1) of the Prevention and
Combating of Corrupt Activities Act, 2004 (Act 12 of 2004).

Responsibility of the reporting person/whistleblower
- Go to or contact the Directorate for Priority Crime Investigation (“DPCI”) office through the
Email, CorruptionReports@saps.gov.za or Fax it through to 086 546 1400.

- Telephonic communication on 012 846 4590 should be used as the last resort for reporting.

While you are contacting the local police, be smart to deal with extortionists. Don't make them mad,
or, they may go to extremes and do something harmful to you.

EXAMPLES OF SEXTORTION:

Below are important tips to take note of for the future:

USER AWARENESS
SEXTORTION AND IMAGE-BASED VIOLENCE

Sextortion:
"Sextortion (also referred to as image-based violence or revenge porn) is a criminal offense of extorting
money or sexual favours from someone by sharing or threatening to reveal intimate imagery without
the consent of the person in the photo. Revenge porn is usually distributed with the intent of harming
the depicted person or their reputation. There are many forms of sextortion, this can include:

- A nude person
- A person whose breasts or genitals are visible
- A person engaged in a sexual act
- A person showering or bathing
- Upskirting and downblousing a person (taking photo's up someone's skit or down their shirt)
- A persons face digitally altered to a pornographic or sexualised image

On October 2, 2019, South African President Cyril Ramaphosa signed the new Film and Publication Bill
into law as part of the country's crackdown on hate speech, the dissemination of child pornography
and other abuses relating to sexually explicit content, like revenge porn.

TO AVOID SEXTORTION, FOLLOW THESE GUIDELINES:
1. Have your wits about you
If a suitor seems too good to be true, chances are, it’s a scam. You do not need to take a completely
cynical view of the online dating world, but you need to be cyber savvy. Educate yourself about
common scams and always try to think rationally about the encounters you’re having online.
2. Do some background checks
If you have any doubts, it may benefit you in the long run to do some research or ask someone to help
you find out more information on the person you are talking to. Many scammers create fake profiles, a
practice known as “catfishing,” to lure in their prey. However, even if someone passes these checks, it
may not mean that they are legitimate.
3. Never send intimate videos or photos
You should always avoid sending intimate images or videos to anyone you've never met in person
before or don’t 100% trust. Be aware that criminals can be extremely manipulative. Avoid keeping
intimate photos or videos on your internet-connected devices. If you fall victim to downloading
certain types of malware, you could be giving criminals full access to your machines.
4. Use strong passwords
It is important to protect all of your accounts with long, strong and unique passwords across all of your
accounts. Special dates such as birth and anniversary dates, pet names, spouse and children’s name,
or even your address should be avoided. Consider using a secure password manager if you struggle to
remember multiple passwords for all of your accounts.
5. Don't open attachments or click on links from people you don't know
Make sure you don’t open any attachments or click on any links, buttons or images from people you
don't know. By downloading their attachment, it is an easy way for hackers to infect your computer
with malware. Following links can lead to fake websites that prompt you to enter credentials that can
then be used to hack into your real accounts.
6. Turn off or cover cameras when not in use
It’s always best to shut off or cover your camera and turn off your microphone when not in use, in case
someone can see what you’re doing. If you’re concerned you may have malware installed on your
computer, you could use a malware removal tool to get rid of it. It’s also prudent to use an antivirus
software, although these aren’t guaranteed to detect and block all forms of malware.
7. Monitor your child's online activity
If your child uses the internet, then they are a potential target, so it’s important that they understand
the risks. Where appropriate, you should monitor their online activity, or at the very least keep an open
discussion about this topic and take steps to help them protect their privacy online.

Office // +27 (0) 11 523 1600
Fax // +27 (0) 11 523 1624 Source: SAPS.gov.za /frayintermedia.com / takebackthetech.net / compartech.com

Place a webcam cover or
sticker over your camera

Ensure all software and
anti-virus is up to date

Place filters on your email to
block correct parties

Consider starting new email
accounts

Delete all followers on
social media that you

don't know or have never
met in person

Block negative parties on
Social Media

(never report as you will
lose your evidence)

Change all your passwords
to be unique, long and
strong and consider a

password manager

Do a google search on
your name and set up
alerts to notify you if

something new pops up


