
WhatsApp Messenger is a freeware and cross-platform messaging and Voice over IP service
owned by Facebook. The application allows the sending of text messages and voice calls, as well
as video calls, images and other media, documents, and user location.
The below are guidelines on how to secure your WhatsApp account and have a healthy social media lifestyle:

Disable Cloud Back-up

WhatsApp creates backup copies of your conversations in Google Drive or in iCloud. This way, if you reinstall it, you
can recover old messages.

The problem is that this backup is not encrypted. That means there are chances that a hacker could gain access
to this copy and read the data.

If you are worried about this possibility, all you have to do is go to Settings > Chats > Backup. There you can select
how regularly your conversations will be saved. Choose Never to deactivate it. Remember, however, that this
means there will be no way to recover your conversations!

3

1
Security

1. PASSWORD AND LOGIN ACTIVITY:

iOS:
WhatsApp recently launched a biometric security feature for iPhones which makes the “locking” process easy,
thanks to Touch ID or Face ID being used for authentication when accessing WhatsApp.
This feature can be activated by navigating to Settings > Account > Privacy within the application and enabling
the Screen Lock feature.

Please note that this security lock only prevents others from accessing the WhatsApp application on your device, it
does not hide push notifications if they are not set to private.

Android:
Unlike iOS, there is no native biometric or password lock available for WhatsApp on Android – meaning users will
have to rely on third-party apps.

However, many Samsung and Huawei devices include security tools which could act as password locks for
WhatsApp.

For example, installing WhatsApp to Samsung’s Secure Folder on supported devices would allow you to lock the
application behind a password or biometric lock, which is secured by the manufacturer’s Knox security system.
It should be noted that downloading third-party applications for the purpose of securing your device is not as safe
as using native or built-in features

Two-Step Authentication

Securing your social media account from unauthorized access is crucial and the two-factor authentication is the
best way to do it. This way, every time you log in to WhatsApp, it'll ask you for your password.

To activate two-step verification, go to Settings > Account > Two-step Verification > Activate.

Follow the steps to create a six-digit PIN code that is easy for you to remember. You can also add an email
address that will receive the code in case you forget it.
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Activate Security Notifications

There is a way to keep on top of when a chat’s security code has changed (that is, to know when your
conversation may be in danger).

You can activate notifications that will alert you each time a code has changed. To do this, go to Settings >
Account > Security. Ask your contact to do the same to be 100% covered.
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For more information follow the DRS Cyber Security Awareness Team on:
Facebook - DRS Cyber Security Awareness LinkedIn - DRS Cyber Security Awareness

Office // +27 (0) 11 523 1600
Fax // +27 (0) 11 523 1624

USER AWARENESS
WHATSAPP SETTINGS

1. Watch out for any scams
- Every now and then, you’ll receive misleading messages that promise you, for example, access to new colors for WhatsApp or six free months of
Netflix. All these messages have been created by cybercriminals who’re trying to steal your private data and access your account or to sell the
information to third parties.
- The golden rule here is this: DO NOT trust any of these promotional messages. Especially if they are related to WhatsApp. If you have doubts about it,
look for information about the message to make sure. A quick Google can go a long way.

2. Use the official WhatsApp Web app
- There are many unofficial tools with more features than the official WhatsApp Web app. The problem is that these external versions cannot
guarantee the same protection and security as WhatsApp Web.
- Always log out WhatsApp web after you're done.

3. Block those that bother or offend you.

4. Protect your privacy
- You can control who can see your Last Seen, profile photo, about, status, and live location. You can also turn off Read Receipts here, so the blue
check marks are switched off.

5. Make sure you are sending to the correct person!
- Don't be that guy... WhatsApp allows you to delete your message or photo, but you've got to be quick! "You can delete your message but you can't
delete the screenshot I sent to my friend"
- Before you send a picture, it shows you in the bottom right corner where it's going - check that before you hit send!

6. Don't be the social sender or the fake news spreader
- WhatsApp will now limit users to forwarding a message only five times, in an attempt to cut down on the spread of misinformation.

7. Avoid sharing financial and personal data on WhatsApp.

Extra tips to be safer on WhatsApp


